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Machine learning is often suggested to help with the processing of huge and intricate datasets
collected by sensors in smart cities, which are challenging to process or compute using conventional
approaches. In addition to improving the efficiency of urban operations, it also enhances the quality of
life for the residents and provides actionable insight to help with decision-making. Machine learning
has various applications in smart cities, such as forecasting electricity loads to balance supply and
demand and estimating traffic volume to enhance traffic flow and minimize air pollution.

Most of the proposed machine learning techniques for forecasting were created with the
assumption that the input variables are clean with consistent data distribution and running on a
stable system. However, the accuracy of machine learning forecasts is compromised by problems such
as missing values in input data due to distributed denial-of-service attacks, small disturbances
introduced by hostile attacks to make predictions erroneous, conceptual drift that invalidates
predictions due to changes in data distribution caused by seasonal or trend changes, and system
instability that could bring the servers or Internet of Things devices that are hosting the forecasting
models to be offline.

Because a true unified method that could solve these problems by combining multiple solutions
not yet been proposed, this thesis proposes a novel approach called Adaptively Linked Composite
Ensemble Networks to combine multiple original works into one. To link multiple solutions into one,
Composite Ensemble Networks classify solutions to problems such as missing values, adversarial
attacks, and concept drift in terms of correction and enhanced forecast. Then, it sequentially links the
solutions for correction and solutions for enhanced prediction in parallel based on the priority of the
solutions. After that, by connecting the inputs and outputs of the corrective solutions for a particular
problem to the inputs of the prediction-enhancing solutions, it can capture corrected missing values,
adversarial attacks, and concept drift to continuously improve prediction accuracy.

The thesis consists of six chapters.

Chapter 1 describes the optimization of essential service operations in smart cities and protection
against cyberattacks. It then indicated the need to solve these problems in a unified way and stated
the purpose of this dissertation. To clarify the position of the dissertation, the previous study similar to
the unified solutions was compared, and the limitations of why it is limited to simple solutions due to
the compatibility of the solutions is explained. Then, the countermeasures taken to solve the
compatibility issues in this thesis are defined.

Chapter 2 compares the solutions to missing values, adversarial attacks, concept drift, and single
point of failure addressed in prior work with original work, applies those solutions to five commonly
used machine learning models, and reveals the inadequacies and limitations of each solution in
regression analysis.

Chapter 3 presented the Adaptively Linked Composite Ensemble Networks to detect anomalies in
data obtained from a smart city management system, link appropriate solutions, and predict the flow
of prediction. In addition, it was shown how hyperparameters obtained from the system administrator
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affect the system initialization. Then, the distributed system architecture, conditions for linking

solutions, anomaly detection, and anomalies detection were presented.

Chapter 4 demonstrated the proposed ensemble learning network implementation and
application for forecasting the electricity load in New York State and its resiliency against missing
values, adversarial attacks, and concept drift. Then, the accuracy of the proposed method was
compared with the previous methods in Chapter 2, highlighting their weaknesses and how they could
negatively affect economies.

Chapter 5 showed the adaptability of the proposed method application to forecast the traffic
volume in California against the problems previously mentioned. Similarly, the effect of an accurate
traffic volume forecast is discussed, especially the reduced fuel consumption due to car idling during
congestion.

Finally, Chapter 6 summarized the works done in this thesis.

These results highlight the effectiveness of Adaptively Linked Composite Ensemble Networks to
solve missing values, adversarial attacks, and concept drift. In addition, the implementation shows its
robustness against the single point of failure by distributing the essential components with
redundancy. As the society is becoming deeply integrated with cyberspace, the unified solution is not

only necessary to improve the essential services but also to protect them against the cyberattacks.
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