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Many mail filtering methods have been proposed, but they have not
vet achieved perfect filtering. One of the reasons for this is the influ-
ence of modified words created by spammers to slip through the mail
filtering, in which words are modified by insert symbols, spaces, HTML
tags, etc. For example, “ price$ for be$t drug$! ”, “priccCTIALIS”,
“ < font> se</ font> xu< font> al</ font> ” , etc. These are frequently re-
placed with new strings by changing the combination of symbols ,HT'ML
tags etc.

Mail filtering is a technique that captures trends in words in training
mails (mails received in the past) and applies these trends to words in test
mails (newly received emails). Some of the above modified words appear
in both training and test mails, 1.e., words that could be used as features
of spam mail by using them unprocessed, while others appear only in
test mails, 1.e., words that have not been learned and require special
processing (e.g., removal of symbols, search for similar words, etc.) for
their use. However, existing methods do not make these distinctions and
treat them in the same way.

Therefore, in order to bring the filtering performance of the existing
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methods closer to perfect filtering, we developed a method in which the
above modified words are separated into words that appear in both train-
ing and test mails and words that appear only in test mails, and each of
these words is used for mail filtering.

In this study, we treat the above modified words as ”strange words”.
Typical examples of such strange words include, in addition to the above,
new words included in ham mails, proper nouns used in close relation-
ships, and abbreviations.

The results of this study are as follows

(1) In order to compare the filtering performance between strange
words and other words, filtering experiments were conducted using ex-
isting methods with strange words, nouns, verbs, and adjectives. The
results showed that the filtering performance of the strange words was
the best. This means that strange words have a significant impact on the
filtering performance, and we expect to improve the filtering performance
of existing methods by developing a new method to utilize strange words.

(2) In order to examine the breakdown of strange words, we counted
the number of words that appeared in both training and test mails, and
the number of words that appeared only in test mails. The results were
compared with those obtained for nouns, verbs and adjectives. We found
that there are a significant number of strange words that appear in both
training and test mails, but only in one of the groups, i.e., ham or spam
mail. Words with this appearance pattern are most useful for mail fil-
tering. On the other hand, we found that there are many strange words
that appear only in test mails, i.e., words that cannot be learned. We
expect to improve the filtering performance by separating these strange
words and developing a new method to use each of them.

(3) For the use of strange words, we developed (A) a method for using
words that appear in both training and test mails, and (B) a method for
using words that appear only in test mails, respectively.

(A) To examine the breakdown of strange words that appear in both
training and test mails, we divided them into two categories: words that
appear only in ham and spam mails, 1.e., words with patterns that im-
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prove filtering performance, and words that do not, and examined their
frequency of occurrence. The results showed that the words with appear-
ance patterns that improve filtering performance tend to appear more
frequently than those without such patterns. This means that by using
words with a certain number of occurrences in filtering, it is possible
to use more words that improve filtering performance. We developed a
method to do this and conducted experiments with different threshold
values to find the optimal value, and confirmed that setting the threshold
around 7 improves filtering performance.

(B) We compared the number of strange words that appear only in
the test mails between ham and spam mails, and found that the number
tends to be higher in spam mail than in ham mail. In order to utilize
this difference for filtering, we proposed a method to set a uniform spam
probability for strange words that appear only in the test mails, and
attempted to find the optimal spam probability. As a result, setting the
spam probability to 0.7 improved the filtering accuracy from 98.2% to
98.9%.

By using (A) and (B) above together, both words that appear in both
training and test mails and words that appear only in test mails can be
used for mail filtering to increase accuracy.

Mail filtering has been improved and its performance has reached its
Limit. In order to further improve accuracy, i.e., to approach perfect
filtering, a new perspective is needed, and this paper provides one such
perspective: the use of strange words.

This paper is organized as follows.

In Chapter 1, we review the background of mail filtering methods,
discuss how spammers use strange words to slip through such filters.
The purpose and structure of this paper are then presented.

In Chapter 2, we will discuss related research on examples of filtering
methods that have been proposed so far are given.

In Chapter 3, we describe the mail datasets, word handling, and strange
words used in the this paper. This is followed by an explanation of the
ROC curve, which is the measure used to evaluate the filtering perfor-



mance, and explanation of scatter plots and box-and-whisker plots.

In Chapter 4, we compare the filtering performance between strange
words and other words, and show that strange words have a significant
impact on the filtering performance. Furthermore, based on the results of
a breakdown of the number of strange words, we discuss the possibility of
improving filtering performance by separating words that appear in both
training and test mails from those that appear only in the test mails. We
will work on this in the next chapters and report the results.

In Chapter 5, we develop a method to use (A) above, ie., strange
words that appear in both training and test mails. From the results of
counting the number of words used in the subject and body of each email,
we show that the number tends to be smaller for words that degrade
the filtering performance. Based on these results, we propose a method
that sets a threshold for the number of words used in the subject and
body of mails, and uses only those words that exceed the threshold for
classification. Experiments are conducted to find the optimal value by
varying the threshold, and the effect of this method on performance is
reported.

In Chapter 6, we develop a method to use (B) above, ie., strange
words that appear only in the test mails. We compare the number of
types of these words in ham and spam mails, and show that the number
tends to be larger in spam mails, and that this feature can be used as a
bias for detecting spam mails. In this paper, we deal with experiments
using bsfilter and develop a method to set spam probabilities uniformly
for strange words that appear only in the test mails. After searching for
the optimal spam probability, we report that a spam probability of 0.7
greatly improves the filtering performance.

In Chapter 7, we describes the processing flow combining the methods
developed in Chapter 5 and Chapter 6. The paper is then summarized,
including future prospects.
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TWa7=, i (04, 06) 2723, ZOX5cLTTry b LIzEERR
TRWEH0p, ROCHfR[TITth D, ZhznFEEoFEIcH V3.

HL, TRTDA=NZIELLKDETELZ 74 NEDBHoT X, Z
DEERERIL, D2 LEWVHEIIBWT, FRE ZARX—LEERITH
Hfcx22x W52 Th3. ZorE, HEEESRK (1.0), »oB
GHERDERDN (0.0) X270, EEBICEBRMFEINS. $hbb,
ROC HH& D £ LRI H 212 E D ERENFHVE VWS 2 TH 3.

T DFERERE 2 BUERNZ R D 5 7= 121%, ROC a3 < il (AUC)
ZHVWAIE XL, 340G TIZFAUC=068 D, ZOED 1L0IED
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3.4 Letter value plots
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58T, ANRLERERNPERTZERA—LED20, kbl
DANRUA—VEIELL DETE 370, SEERKOM EEE 2 Z 2
TETWA.
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6.20: FEEZL
{t. (Letter value plots)
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5 6. DD AHEEDORHEMNT & FIFHFE

Tibetans see hint of detente with China

URL: http://www. newsisfree. com/click/-2, 8418827, 215/

Date: 2002-10-01T04:33:57+01:00

Wor |d latest:* Dalai Lama’s envoy hails first contact in 20 years.

6.21: AN LHERMPKE L EFH LIEH X — 1Dl (Spamassassin)

* x ¥ % x FREE Personals * * * % x

For a limited time, we are offering all our customers
the option to place their own adults only personals
(PHOTO OR NON-PHOTO) ad at LAXPress.com AT NO CHARGE!
* % % % ¥ FREE LIVE NUDE CHATROOMS | NO CHARGE FOR AGCESS ! * * % % %
http://www. laxpress. com/50SITES/adultupskirts. html
http://www. laxpress. com/50SITES/al Ipetite. html
http://www. laxpress. com/50SITES/amateurfreedom. html
http://www. laxpress. com/50SITES/amateuruniversity. html
http://www. laxpress. com/50SITES/analdebutants. html
http://www. laxpress. com/50SITES/asianexxxstacy. html
http://www. laxpress. com/50SITES/teenmaidens. html
http://www. laxpress. com/50SITES/total lytits. html
http://www. laxpress. com/50SITES/uniformboys. html
http://www. laxpress. com/50SITES/voyeuraddicts. html
http://www. laxpress. com/50SITES/voyeurdorm. html
http://www. laxpress. com/50SITES/voyeur lounge. html

6.22° 2R LERPKE L ER U= Z28 4 X — L D] (Spamassassin)

BUTUH UANG TUNAI YG CEPAT & MUDAH...???

Wujudkan kebutuhan Anda utk pendidikan putra-putri, renovasi rumah, modal

usaha, menikah atau melunasi kartu kredit. Untuk itu, kami dapat membantu

Anda melalui Kredit Tanpa AgunanKU (Personalloans) dari HSBC. Proses 7 s/d 14 hr krj.
Syarat penghasilan kotor 3,5 jt/bln cukup dgn melampirkan Slip Gaji + KTP

atau pemilik kartu kredit apapun min limit 5 jt (masa keanggotaan 6 bln)

6.23: ZANRLERNPRKEL ERLEEHRX —1 0| (TREC)

download Photoshop CS3 right today for only $891|

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML><HEAD>

<META http-equiv=Content-Type content="text/html; charset=is0-8859-1">
<META content="MSHTML 6. 00. 2900. 2180” name=GENERATOR>
<STYLE></STYLE>

</HEAD>

<BODY bgColor=#ffffff>

<DIV><FONT face=Arial size=2><IMG alt="" hspace=0
src="cid:001101c79076$72de4f78$_CDOSYS2. 0” al ign=basel ine
border=0></FONT></DIV>

6.24: ZNAERPKE L EFLEZ 4 X —1Df] (TREC)
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