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Abstract

In the university, many information systems are introduced in each field of education, 

research, and management. Recently, those information systems are always exposed to the 

threat in connection with the information security. In fact, there may also be many 

information systems which the school staff has introduced freely for the reason required in 

education or research, and some of them are holding the brittleness on an information 

security. Moreover, a difference of a code system become a cause and may follow 

difficulty on an exchange of data. At the time of incorporation of Yamaguchi University, 

there was no system to unify the university as a whole to maintain and manage the 

development and operation of information systems in the university. And it was extremely 

difficult to grasp the whole picture. Therefore, it was considered urgent to concretize the 

mechanism by which the University Executive Division gains control of the information 

system within the university. As leadership of the university enforcement department 

including the president was required along with corporatization, it was necessary to grasp 

the in-campus information system in order to promote efficient IT development while 

maintaining compatibility as the whole university. And it was necessary to add 

consideration from the viewpoint of the whole school and from the viewpoint of 

information security protection. However, at this time there were no national universities 

with mechanisms to satisfy both requirements. Therefore, in order to satisfy these 

requirements, we devised the notification system of campus information system and

realized it within Yamaguchi University. Specifically, it is a mechanism of submitting 

notice on each campus information system (henceforth a "notification matter"), introduced 

and worked within the campus, to the committee (henceforth a "committee") which takes 

charge of intramural information infrastructure maintenance, and undergoing examination 

by a committee. This notification system is managed by the working group (henceforth 

"WG") who set in the committee using the computer systems (henceforth a "notification 

matter managerial system") for recording and managing the life cycle of a notification 

matter based on the intramural rule which makes a notification duty. When a notification 

matter corresponds to predetermined conditions, WG make a consultation on the 

notification matter, and WG asks the person who submitted the notice for the required 

improvement of that matter. By introducing and operating this notification system at our 

university, the effect of resolving the problems in some notification cases that may have 

been overlooked before, was recognized, and the effectiveness of this system for the 

Improvement of IT infrastructure in the university was comfirmed.



On the other hand, since incidents related to information security are becoming more 

frequent, an Information Security Management System (ISMS), for managing information 

security matters at an organizational level, instead of at a departmental or individual level, 

is being requested, even in universities. Moreover, it is important that the organization is 

actually operated in accordance with the ISMS, and it is necessary to objectively confirm 

the mechanism and the activity. In Japan, there is the scheme under which the third-party 

organization authenticates the compatibility of the ISMS which is constructed so as to be 

conformable to ISO/IEC 27001. This scheme is called “ISMS Conformity Assessment 

Scheme”. More specifically, an organization outside the university authenticates that the 

ISMS subject to audit is being actually operated according to the above mentioned 

international standard, through an advice type audit. At the time of incorporation of a 

national university, it was hard to say that the university executive department grasped and 

controlled the information assets of its university corporation, and there were no national 

university corporations that established ISMS. At our university, ISMS had been developed 

and certified under the aforementioned certification system. ISMS requires an ISMS 

manual that specifies a code of conduct in terms of information security in operations. In 

order to construct the ISMS at the national university corporation, "A sample regulation 

collection for information security measures of higher education institutions” is provided, 

but when it will be applied to a national university corporation, it will be needed to adjust 

to a form suitable for the university corporation. In addition, insufficient points can be seen 

in the mechanism for ensuring the substantial operation of ISMS. In this paper, the 

importance of the audit carried out by an organization outside the university and the effects 

provided by it are described based on the knowledge obtained through construction and 

operation of the ISMS in Yamaguchi University. Then, for the other university aiming to 

construct its ISMS, we propose constructing the effective ISMS through including the 

mechanism of the audit carried out by an organization outside university by taking 

advantage of the ISMS Conformity Assessment Scheme. 
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Abstract

In Yamaguchi University, the improvement activities in respect of an information security are advanced 

in response to ISMS conformity attestation. As the first step, a part of organization had been the scope of 

the ISMS, then the scope expansion of ISMS is planned as the next step. When the expansion is executed, 

various kinds of work arise in this step. The education to the affiliation member of the organization 

which newly expands is required as well as the revised work of various documents. This paper reports 

the important matter in the case of ISMS scope expansion focusing on a new staff's education. 
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