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Study on organizational enhancement of IT infrastructure in
FArFm s E | a National University Corporation
- From the view point of IT governance -

K za NAGAI Yoshikazu

Abstract:

In the university, many information systems are introduced in each field of education, research,
and management. Recently, those information systems are always exposed to the threat in
connection with the information security. In fact, there may also be many information systems
which the school staff has introduced freely for the reason required in education or research, and
some of them are holding the brittleness on an information security. Moreover, a difference of a
code system may become a cause and may follow difficulty on an exchange of data.

Then, we propose a notification system of campus information system, in order to advance
efficient IT-ization and maintaining compatibility as the whole university, which makes it
possible to grasp the situation of intramural IT-izing, and to add examination also from the
viewpoint of information security protection. It is the mechanism of submitting notice on each
information system (henceforth a "notification matter"), introduced and worked within the
campus, to the committee (henceforth a "committee") which takes charge of intramural
information infrastructure maintenance, and undergoing examination by a committee.

This notification system is managed by the working group (henceforth "WG") who set in the
committee using the computer systems (henceforth a "notification matter managerial system™)
for recording and managing the life cycle of a notification matter based on the intramural rule
which makes a notification duty.

When a notification matter corresponds to predetermined conditions, WG make a consultation
on the a notification matter, WG asks the person who submitted the notice for the required
improvement of that matter.

Since the effect that the problem of the individual information system, which may have been
overlooked before, was solved by introducing and working this notification system in a writer
affiliation university, was accepted.

We had already mentioned above that the notification of each information system was optional
with the administrator of it until the end of 2010, but it has been mandatory since the beginning
of 2011. After a two-and-a-half years after the mandating, we could get more than 500 cases of
the notification and more than 120 cases of the consultation. By organizing these cases, the
opinions or issues which are pointed out frequently have become clear, and we have confirmed
that the Notification System is effective to improve the campus information infrastructure. In this
paper, we show some examples of consultation in the Notification System, and we propose to
proceed further improvements of campus information infrastructure with help of the Notification
System.

On the other hand, since incidents related to information security are becoming more frequent,
an Information Security Management System (ISMS), for managing information security matters
at an organizational level, instead of at a departmental or individual level, is being requested,
even in universities. Moreover, it is important that the organization is actually operated in




accordance with the ISMS, and it is necessary to objectively confirm the mechanism and the
activity. In Japan, there is the scheme under which the third-party organization authenticates the
compatibility of the ISMS which is constructed so as to be conformable to ISO/IEC 27001. This
scheme is called “ISMS Conformity Assessment Scheme”. More specifically, an organization
outside the university authenticates that the ISMS subject to audit is being actually operated
according to the above mentioned international standard, through an advice type audit.

In this paper, the importance of the audit carried out by an organization outside the university
and the effects provided by it are described based on the knowledge obtained through
construction and operation of the ISMS in Yamaguchi University. Then, for the university
aiming to construct its ISMS, we propose constructing the effective ISMS through including the
mechanism of the audit carried out by an organization outside university by taking advantage of
the ISMS Conformity Assessment Scheme.
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