B+ @ X

AL & RERRE A — )LARIZ R %
MAERY N =20 OLEN - TF 21U T 1 HROWIR

Sustaining Stability and Security of User Networks through
the Introduction of Unified Authentication and SPAM Mail Filtering

Fpk 2 343 A

ZNE S

I RAZERF B TR



(R E

A &%y MOEREROL RN, FIAFRKEEREAREL, 2y by
—7 OFIABREOZEREL TS, FIRFEICE ST, 25 L72%y NT—IREN

FITHE TR <R SN TS EEZNETH YD, E/-Z O CEEEBT
HNTWD, 2w hT—JBREORENE, mt, ZeMERo70103 SHmE
PCORZNOMERT 25— NENWI O—T)VEn TIIA T2 TH D, Fv hy—
DI DIAT LEERTHIET D& - EREIRDWNE L35, COBRT, B¥ELIIR
735%y =R L &R0, KEFEOERE > —ORENIELEEE 5> T
2o

Fy FT—=ZRRACBNT, FIAEEIGET 5 Z&idtFa ) 74 MR LRHEE
IRHRD =D TH D, KFOLDRMBICHBNWT, EEEETER - EHASNSFIH
BT, TN ZHNOEERY DR, TNENOHLEDS & TRIZ 273
AT LHVERER SND T OZEENTEAL U, TOMG EE & 72 DA%,
FIRFRGE AR DIZDITNE, 1—T4 - /XA — ROSEYIN D —H Tk
WEH - EAII, FAFICES THRALCTVERRES AT LA TH D ENWET
H%. Bxld, KEOHERE Y —DEELATLINTVWDHEENS, FIREIHEEIC
AT 2EARRRY 7)) r—2a (O y hT—I FHORGE, QBT A—)VRED
B, BWeb X—JBREE TOREE) I LT, FIRHEZFET HHEMAEERL, K
iz T TR RO —FIE OB AT D 7, SR EN Rt T 2 Y
TV r—2a b bEUR R AT LEER L,

EF, REA—)LVOBINT, BEFA—IVOME, BEXSEIE, H—/ EanS:, &
FBITRE E/ TR EL TWd, ROEAN/BEFE THIET A IR



BEETEUNCHERFT 2720100, BRBEA—)VRR RO ZAUTAHRE S D BCOSBIE R R A MW
BTHD. FEORBA—INHBRFEMEREINTNDD, WINbARhs TR
HEeZREIE5, 29 URERA VAR E RFAHEOH R RREICTOERE —
BICEMHT 5 L&, FIAFICE S TRERBETA)VINAELERS (False Positive) 4
ORENEC 2. ZNSOFRFRENELZELTH, KF P EEEZED Z L3R
HTHD, £z, KBEANMREFAT LG, PEEED2BREBICNTS S
AL AEO AR FPRELELLHEDELC S,

ZZTAME T, FIREBEOETA—INORMNERRT S LT, MEFDOHIZ
A — VAR EEE L2 BE T, FIAEFRVRFE U THEREERA—)LAR
ETELIEERLZ. §7abb, Z<OFAFIRBEA-NEZEL THEE5 TR
BA—NARIIAETH D, REA-NEZEFEL TWLHAFZDTNTHD, FE
FDHINDEEA—INHMETHRMRE L THABHENMEENDL T EZ2HENI LT
FRRBIIBNTIE, BBV GEANEYITONTORNA—=IIT =N\
BHD, TORETETAIINORBEENEC TN I EOHENERo7. T
T, L2 DAY= NOERANREI TH>TH, KFE2EELTA-IDEXZE
WYNCERT S & TRSBIEEZBB TES LR U, IHIT, EREA—IVAER
OBEOHENS, HEHEBESR Y hT—J R S 2fkolexE, SHBIBRT SRR
A=)V NDOREFERPKFI BT DET AN OBENERE L, HEEFNEORE
W72 BT AV OBERNR E, F/ad AT LORE - BAZEH—EDHAEZ
R~UTZ.

LIATRERY NT—U13, FINE ROSEBES 2R E, FIREORIEED7Z
O—DOOMAESXY NT— ELTERASNTWS, HHRREZEHRT LI RKFND

Fy bT—=7 T, BRENSHOERT 5 PC 2#kl, 17—+ bMIA, #

ii



WHIA, REOEFU T JFPBELSRRRE, EFaU T4 LXIVORRSF
ANEEEL TS, —H, ZNICTA NVADPARIEY 7 EANFEAET S L2 IciikL,
WEREE, XSIZHEAEROTROBNDND D, 0D, £H—N\CHHAEPC T
DBV ETH DD, TNENOMNREMET 2 EIIRETH D, Tows - NE
BICL2BEBRSNS, FIAFOEZPEANSSRIER ST, ksl
THo/enRzE2# L5 2 L3 TERN. NEYRY—/N\ORA#F PC A HIATNZ
BEITBNTH, v hT—r ks LEetalitrd 52BN EETH S,

ZZTARIFETIE, i385 - EA )RR OBABEDREDIZNT, OKF
PIZHERL SN T WS 5 —/ R HE PC ORI - FIFSEAT - FIARELZ 82T 508
Hxy M7= OREERE, "k, QR Fa VTR PRETELH]
RHEFRY NT—7 DREEBEZT o2, 7205, KLUz Ry U —JRED
ZEEREYF o) T4 OMEFRL, 2ERELT—DOHETIERLS, Xy bT—JD
YRR, RERERR, 7 ) r— a VY ROEORARROZNENADOMERERE
UTEBTOMNENH D EERLT.

111



Abstract

The spread of Internet access and cellular phones has brought about a rapid
increase in the number of users and the volume of network traffic. Users,
however, tend to believe that this network is always maintained in an
optimum condition. Moreover, users conduct their routine duties on the
assumption that the network is always stable. The operating system
technology of the network is more important for maintaining stability,
high-speed performance, and safety of the network services, than the local
management of the server and user PCs. Regarding this point, network
management policies in university information technology centers are quite
different to those in companies, as the information center is expected to play a
role in managing the increasing risks on the network.

User authentication is one of the most important measures for network
security. In many cases, user authentication is managed by individual
departments with different policies. Maintaining effective user authentication
in a university requires a uniform network policy, continuous management, a
plain user interface, and the appropriate management of user and password
data. As a member of the information technology center at Yamaguchi
university, the author has been involved in developing a method for user
authentication for the following basic applications: (1) network use, (2) e-mail,
and (3) Internet access. Through this method, we have constructed a unified
user authentication system in our university. This system has brought about

stability, safety, and a user-friendly interface for the network.
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In recent years, however, the volume of spam mail has increased
exponentially. The huge volume of spam mail has resulted in difficulties in
finding relevant mail, mail delivery delays, overload of the mail server, and
interference of university activities. Consequently, it is necessary to introduce
countermeasures against spam mail and mail delivery delays to maintain the
safety and security of the mail environment. Although several methods for
spam mail filtering have been proposed, it is hard to avoid false judgments,
which can result in serious problems when important mail fails to be delivered
to users (False Positive). Since the university cannot take any responsibility
for this problem, it is difficult to introduce strict and indiscriminate measures
against spam mail in universities.

In this study, we propose an effective mail spam filter for users in
universities. Having analyzed the current state with respect to user mail, we
set out to introduce spam mail filtering only for requested users. In other
words, since many users do not receive spam mail, spam mail filtering is not
necessary for them. Not many users receive large volumes of spam mail. It
thus seems practical and effective to filter spam mail only for users requesting
the service. In universities, many uncontrolled mail-server systems may be
introduced by individual departments and laboratories. Under poorly
managed conditions, these mail-servers often cause delivery delays in the mail
system. In this study, we demonstrate that the mail delivery delay can be
reduced by managing the mail gateway server properly under the control of

the university information center. We discuss an effective and ideal method for



spam mail filtering in universities and in research institutes under the free
policy of thg mail environment.

By the way, considering user accessibility, the university network is
constructed as a single user’s network. In this type of user network, there is
much traffic across different security levels, for example, Internet use, internal
use, high-level security use, and so on. If a certain type of computer virus is
introduced into the network, the virus will spread throughout the whole
network, causing communication failure and information leaks. Under these
circumstances, it is difficult to secure the management of each server and user
PC as each administrator belongs to a different department. Sometimes
failures are caused by careless and imperfect management. In this case, it is
necessary to introduce a safety maintenance method throughout the whole
network.

In this study, in the process of introducing unified user authentication and
spam mail filtering, we propose several methods to realize a stable and secure
user network. The resulting network system has the following useful
characteristics: (1) an authentication network to identify the network user,
computer, location, and the use situation, and (2) a coexisting network with
different security policies. Consequently, to maintain a stable and secure
environment in such a multipurpose network, we demonstrate the need for
considering synthetic measures for the physical network, logical network,

applications, and utility situation.
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X288 A= )LH—N
AILR .
st
Frub i FRiE D
$—1% 2 B "y | A -y
X284
BEH— A h—
SEP I > | Aoy

!

* BRIK AR TE

%
it

3-2  A—)LOBLASHERE ik

24



3.4 Web BRIRICHIS HFIREEEE
3.4.1 Web RX— iRt EDOFIRERIIMIED R

20004 11 AL DINOKFEAT « 7 HMet > & —OFIHE TH > T WebB—/N% A
WT Web R—TZ&IER L LD &5 Web XR—PBREICH LT, IHOKFEAT 4T
Y >y —Da—TR R T 5 —ERAZBIB L. ILOKEAT ¢ 7HEL
2B —=DA =N —ERIBIT D LR ILOKFEAT  7EM > ¥ —DNIS

(Network Information Service) H—/NEEH#EL/z, ZOI—HFIES NIS H—N
EHEETHIETER Uz AN —EX LRI UM ZERMET 5 Z &0 5, po-login

(Post Office login) #FREEEML TS, IHOKFEAT ¢ 7 HEY > ¥ —0 Web Y —
INERIATIUL, IOXRFERE THNTH TS Web R—DDIERRINTE S, £
po-login 38k & A VUL, Web X—IBIRR#IE, ILOKEAT ¢ 7HEMEE > ¥—D 1D
ENAT— RIZKDRGET HR—D BB T S T LN TE S, pologin FREIS
Web B —/N\OEA (Basic) @itz AVWTHEEL T\%, Basic #iEI3ZDE E T,
IA—HRAINAT— RERBILINTICZOEEELND ENIRENH DN, Bl
#5135 SSL (Secure Socket Layer) EH#AGHE S & THRIRTE S,

Web X—UBHREL, Web R—JBBEHOI—HFEIHED ID ZHGTES (X—
DBRED BRSNS ID ZHET 5 CGI  (Common Gateway Interface) 711727
I LR UIZER) Y, NAT— RERTERW, §abb, Web R—JHHR#E
WEARIEIZ Web R—PBIBE D ID &/SAT—RDOU A MZIERRT 2 Z LA TE /R,
ZOFHIET, MARFEAT 4 TS —D Web H—NERANTR—IBHH
FN, I—TRAENHEET D Web R—VE2HBIHERT S ZENTEDLLIHIC
D720 Web R—DZAERT 2R 5H, IMOKRFEAT ¢ 7HEEY > —0 1T

ZAGIIHATE 2ME QAR SNz, ENHIXRD EBD TH S,
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@O Web R—VBRFIIRAMZEZMNE LT HR—D T 71 )% po-login &\ YD GHITD
7 VI RITES
@ Web R—BEH Y po-login D7 4 VY ND T 71 N EHET 2B, web H—/\
O Basic FRENEI T, FEEQTDDT A 7 QAT N T S UFIZRRIND,
® Web X—IBEHNMUDOKEAT 1 THBL 5 —DID ENAT—RZANL,
ZOFANE LTS, Web H—NFEE4R— % 7 5 UHICEET %,
BTG ZFIA T 272 Thiud, CGL /Ul I L& ERT 208D <,
T AW &R L, ZOFIZT 7 A INEBLI T TH 5. R, FEDFHFEDRT
FIEZFFA L7246, pologin 7 4 )L IC .groupfile &WvD 771 )L &ERL,
BEZIF L2 WRIREOL—FREFPET 2 2 L TEHTE S,
I 51T, 2004 FEN 513 PHP (PHP: Hypertext Preprocessor) =ag &\ Perl
(Practical Extraction and Report Language) S&&iZX 5 CGL /075 LZFAT
EOMWAEERML LTz, Fz, FFWERBL0LEILH 20, Web R—UBIRHEOBEEHR
EEFT DHREAFR AL L7z, 2001 4ED SILOKRFHEE BRI BWTEASIZAD
HRREHIE (YUSE) S A5 4%, MEY—/NTERSINTHEA, 2005 E051IH0K
FAT 4 TEMY 2 H—0 Web Y—/NLIBITL, ZOFMEREERIATILIIC

VALY el

3.5 FIAEEROIG
3.5.1 FEBBRTAICK D ANEIER S DOEH

IO RPREE P > & — 322 BR BRI U T, RS — E A 252t L
THY, 2FOHRBICY—EXZRHL TS AT, WWOKPAT« 7HERZ 4
— LRI TH D, 2FHEREDY A N EEBREDT—5 269 208N H 5,
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T OEPHFIR/ZL D00, DEFHBREDIANET—YZ2RET DA,
7= QEFHRB DY A N EERT B2, FHHEOAEROBHIBETH S
R, TIROXREAT ¢ TR 25— LR U THS. 1999 £ 5, RMEEEE S
—TOEMREEZE O HEIFHAS AT LADHERIZEGINSNO 0, @20 SHirHE
FITETOI AT LMEEEZLELZEl. JHUTXD, R E O BRI O
VAVIA R = {0

2003 4E 10 AN S, ABRIEL L TWDIRERFDZDHD Web HFES 25 AT
DWT, BHLUTHLLS AT LBEET LI L& L. ZNDOYVATLEERTS
72D, ROBHAZEIZR O ANBEREOHEENRAIRTH O, SHEOHK—RiEE
DD ETREAHTHD LM LI Eick D,
1) ZLOEBEVSHFELTNHD
2) BHTOBEERHWAE
3 AFAPHAHLTINDSR

ZDOYAT LOFMFRREICASROFZO B &, IWOKFEAT  TEMEE 5 —
DID ENAT—RERAND I EE U7, 2004 4 2 AN SH—E XDk & BiE Lz,
AT LHEELENT, WEZEOUMC 2 » AU ERETH 720, BHETIIRA T
IS TEDE IR0z ZOTATLOKEE, EEINEDIEIIITETEHEN
NRA=INT RLAROUOKRFEAT 4 7EEL 5 —0 ID &)SAT— RERET
BZEEnol, ZOTZEREID, FIAERLZIRET 570K E BB BROR
HEAANERE ORFIITAD L DIz,

352 B IC H—K
200544 H& D, 2EBEOAFELTHOIC h— RE2R%GE NSl gL E
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AUZz, IC J1— REAIFRBEENER L, INOKRZAT ¢ 7 EEL >4 —138MHI %
BRI AT LEEEZITO /2. IC 1— Ridailoft, AREER, BN mER
BIESEFHEFICHN TV D, FIREACRBOERIL, AEIATLIAEN
#%, WNOKRFEAT ¢ 7 HME 25— OGS —/NADT—F N—AICHHEE NS, T
DT —F R—ADEREFGET —F ZHAEOET IC h—RE#fTL, T—FR—
AN ETEREBESAD, IC H—RI2EBERICESN S, ZOT—FN—AEK
FHEAT L, NBEIAT L, BOEAREHEI AT LEFEEEL TS, NEY
AT LTREBFEINTWRWD, KEQEBZIT-> TWLORBRAIZD, ICH— &%
TT2MENDH D, ANFEROBRIZTITIIA 2 THLN, MOTATLEDEET

HZETHIRL TS,

3.5.3 LDAP BREED#R{}

WO KRFEAT 4 7 HMt > ¥ —I3ZLDAP (Lightweight Directory Access Protocol)
IZE BBz, WWOKFAT ¢ 7HEC 7 —VEHT 21EE A PC @ Linux OS ®©
RRAE D7z DEA L T2 2004 FIZEHH R OHEREH A EA L7 BB TR AT L
WK LT, LDAP ZREDRMEEBL Iz, BEMBHETOY—ND, ILOKFEAT 47
Bt 27—t 9% LDAP H—/)N&EHE LRAERRLEITD 2 &N RITH
%, LinL, IIOKRFEAT ¢ 7HBY > 7 —D Web B—NETIAFLEIERT 5
B, DIATLBELRVEENES TH D, )FHETHAEZTEEDFIHTES
729, BIE, <D Web JAT LA, Y —NZHETLOTIIRLS, IHOKRY

AT ¢ 7 HEY 2 —D Web H— N ETHEHIL TW5,

3.6 SV - R
INMAKRFAT ¢ 7 HAe Y > & —ON BRI IS BRI R O N SR E - 7
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%31 AT THEHBY Y —ORBE R —ORE

19954 SCERAD S OEREIA —)INZED S

1997 $EFALICHTDAT 4 THMBE 5 —DT Iy > MR

1998 4F  [QBEEICIRAFFTEEMO S B b 2R
Fw NT— 7B B 1RO —

199948 (RIS ¥ —EHHEESW HBhED > A T L OHE

20004F  H— KU ZOBERE OB
BRI AT T HAR Y L — DT 1 2 N E:
AT ¢ 7 HME > & —Web H—E A DIRHLBILA

20014 A—IVIAIVAF T 7 H—\OEA '
INFRA—)LT R L A D3 B

20024 A—)VELEEROHE—

20034 AP —ERIZBIT BRAEDOH—
ANEHFREFHZOOHO Web HEE S A7 LADHEE
NEAEROIBHD AT

2004 4E  Web B —E ZIzB1F 5 Gl ket
LDAP [ nIE@*id

20054F  SBILE 10 51— RGIHLORIT
I CUSREHIE S A5 4 (TUSE) 28 A T ¢ 7 Elstr > & —Web H—/N~H 47
HHEEE—4 )L (Feb > A F-1) it
Web Iz & 2 1—HRADH—

0, ZOBEER], v T —JBERICBITSRAFERGE, ALY —EZIZBIT 5T
AHRAE, KO Web H—ERAIZBIT 2FIAHZT LIRS 2 & T, HakFE
LU TOM—ESRENERTEZ(K 3-1, % 3-1 ). ID BEO=0 O A ERITL 4]
BB & T 2727 o 72, FAERMOFAERER, AFROZMER#RE2TNT
NEHET 2 2 & T, KFBEBREOHMNE TOERERE TSI EMTE, (HOKFA
T4 7 EM 27— ORI AERGIIKFOEERGEE U TOMALZRNL L TE /2,
D&, G, TIYIEAEEORH UWHRAFRIES AT LR EEZB AT DHHRIC
HIEGUL<ERTED ZEZRFEL TN D,

IO KFAT ¢ 7HM 2 —0SERAT 2 EET—N, FRZA—)LH—)\, Web ¥
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—NICHIHEEFET D & T, Y—EAOERULNTE, i—BEITHEAR, £/x,
P—EADE, tFa T8 LOroIORFEAT ¢ 7 Mt 25—\ 557
BiLizo T3, BifEd, ABEROBAESZ D SITRIAFRREY—EXAZRHE L
TWb, BREICK- T, EFERED SEERE, £/, BTEERENSIES
HIREICEET G H D, BEOBITIE, BABSHEREIZLD, NEAT LA
DF—% FIFRIA EFONTNLBESNH 5. FE, ANEIAFLDOTF—F Bi3IA
FARSOBEILERE L THRONTWS. BARSILEEINSE, TNETOY
—EANZIT 5<%, IC I—FHREIABESHEE I N R R TEN S35,
FROIDITEABENERE S NEENL, 20064 4 AL D, ROFIKT, whtft
JEITDZEE L.
O BABESNER UZBEIIR BRI IC 1 — RZ23RT 5,
@IC 17— MERZIHEAZE SN SHEANBSICEE T AR 2T O, HEANESE
FEAE S ORI ZTD,
@ IMAKRFEAT ¢ 7 HMY 2 F—D ID E)NAT— RIFHREAE S IGO0 5.
2P, ZOREDOEARNRRIZIE, AFEIATLANTORSPBETH 5.
¥z, EHERBRIOES, FE—ANWTHONG, HREliTD Pk B oA
HEEA L TWDEANDH L. I—FEERIN TV WIEFERERMO ID ORI,
IC 1— ROFBITZEITDITE, ENDREED—D LERMT 2 Z ENNETH S, TR
T, EFERREMOFEICLOREITLTNWSDT, WK, BARSEZEATHSD
EDIZL TS, FAFECTHWSEAANERET 2720DERIT, B AT LK
VANES AT LIS T2 20300, @itz BT, NS0T AT LITHER
KEEITOVEND D, BIROT—5 217 LI2iTudns/anIns Dy A5 LT

W, SHEEEL WD LIVRWAY, FIP AT AT, BAEESOSERIEIIN
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=2/ BEDITHEREIND Z & aWHF LIz, Fiz, ILOKEAT ¢ 7 HEY
SH=ELTH, ZBRLATUIRS R0, IC 71— FORITITERK 20 £ £ TII#
BECBESNTW2A, Rk 21 FENSIIFAICHFPAERFA THIT SN . 1%
BB REY—E2EORE 21T TWS BENH S,

IOKRFEAT ¢ TEEY 25— T 2%y R = —EREY LI LT,
U A UF OB EEE TETNWDD, 5t Y—EZXNZHRLL, =N
OEBULITHRT 27208 —/N\E TEET 5> > TV 23 > OBREZ R T 24
BB 5, BIRTIE, ID &/NA7 — ROMAEORIC R FIHEREN BN TH S
A, L0EFa )T/ OBVERREARDMEL /2> TE TS, T2ERE, N5
FEHERRAM L HER H OREE AT 272 EE VS eB/A, ID E/SAT— RO
AT TEIATHRTH D, ANWEERET 2720127 D7)Vt HEFE HW=FIA#H
WA REBAL TWSBENDH D, TIF ) ATHEOERICDONTIE, BRI
ARETH - TH, EEOERZERE Lz & &I, NEECHEROERER, A7

LOBREEAL—RIATOEHBEEZ THSBEN DD,

37 ¥&8

IO KRFEAT ¢ 7HBY > 7 —Tl, ZOREM, H—iREOEHEPHRIAITZ S
FOMOMATEMER, BPPONARFEE L TOR—FIENEBRTEZ, £z, b
KEFEAT 4 T HA O — MR 2 HAY—EZAO—DTh S HERE T —EA
W, EFOEROFREREEMEDOT 6N, 2FOFAERTOEE LT 5B
IWARFEAT ¢ 7EBE 5 —ENWIRHERL ZENTEZ, BHATLITDON
W, SCERECEA YR IMEET DS AT LMBEIL TWDODOT, BERIORIETHO,

AT LEEEHIT ARV TH S, ENLKEEMUE, REMBD AT LANDH
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TR ENT NS, IWOKREAT ¢ 7 HME 2 & =D T % RGO
LHEER SEHEL T, NSO TATLAREDRIZ, FBREDH—PM AT L E D
B EOEREZHAAADKED D B,

ENTAEHCAFZER R 2 HiF U T 2 RERE RS 1R R (UPKD O X 5
IR R TOM—RBEND BN S, FNOM RSB ER M E72o> TS, FE3E
OF—72TT2<, FHNOERS AT LOEITIE, ILOKFEAT ¢ T EEE > 57—
DS - LSS ED ZRENH O, KEOTTOIOREAT ¢ 7 5

—DAEDIINEEE 2> TS,
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FEEDRBRIRT HRBA —)L31R L BCRBIE R

4.1 HEBA—)URIRDOEAL
411 WWAXKZICHITS A -INOEEFE
ORI BT D A—)VBRBEOERHIL, 2% T LA —)VREEZ AW Ht

(2001 44 DEEFED ObE, AT 4 THMEE Y — LT F—EKT) A
EAT AN/ CATFEFAINT—NNERT) ICHHFEEZFET S ETH
¥ok. BIRTIE, 25— —NPEFEORAA I —NELUTEAEN, &
FHRE BE - A% MMIAL TS, LML, BIRICBW TS, FRITE
FERRE - BIFEEME DA —)LH—\DH D, &P —NOEEIRRDPREA —) LA DXE
AR TH D EEEZBLT, U TOBERERIRLT 5729 A — )V 2
—LTW5%,

(1) A - FETEAINIHABETZ T INAZENILT 5729, (OKEHETO
A=) BLNLOKRENSRESNDE A—INDOT A IV AZERT S8,

(2) ZFHNODA—)LP—NIZLS Open Relay ZBilld HHEE,

(3) EHT RLABEA—)OREIEORY, AT RLAZLNRSE R AT
VTBRE T D HERE.

WAKRED A=)V ORLERRE ZK 4-1 1R T, Kz, FEYP—NON—FUT7 A
Ny 7 %EERK 4 1VIORT, PRABIOENNSEE I NS A -INEI—HZET—NTZ
B3, UANAEBRIMTOINZ#, Bkt —/\In5A 27 —%y hBRFERND A
—I—NIZEZEENS, 2B, WHOKFTIE DNS OIS ¥ —0W—EREL
THED, FRDA—)T—NDOMX Mail eXchange) 133250 —/\NIZRE SN TN
5. FIRAFIIAK, TRTOA-INEZELZY, Ro TEERA-IVEREISN

{IBWEREL TS I EITREL, B2y —E L TEFAELTRETOA—)LZ
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ZEFITHET D END HEtE Lo Tno,

4.1.2 A —)LHAROMIE

IR AU BN TERRERE A —) LRI E LW 2 &S, IR TR
AW RO S - INT A=Y EZRAEEHSNERTE LREA—)LEZ, 2006
9 AMSBIRE L72[19,20]s HMEEA =)L AROMR E752D A=)V —/NIE, LT
IR D EEAINT—NELT

(1) 2FHRBENFIAL TOIME—DRFA—INY—NTH S L.

(2) AT RLAERERFEEN 1R LITHIEL TWS T &, (2720, FR#F
WEBA—IT RLAZRT 22 EINTE, RETDIAINT RL AT EITHREA
— I REFLTES.)

ERRE D A — )L —/N S ANGEA ST NSY, A0 R Tl iism oH—
INEIRRILE LTz,

A= G1) Rk
H—/\
N
Py AB—Fvk
g€ | A= H—i%
x2
AILA > = - —
oy [ 7 LIl
ERBR H—N
H—n x28& FEHLEAIL
X2 ATATEBRE S~
215 A—JLH—N
% > EEA— B\

AVB=FIRFERN) B A— LY —/\BED A— L DB ERS
BasE READ A— LD 2SR5
HRBEA—T Y ZARTED A— )L DZERE
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£ 4-1 BV —ON—Ry =T MR

server receiving transmitting university mailing list
mail server mail server mail server serer
CPU PentiumIIT PentiumIII PentiumD Pentium4
1GHz 1GHz 3.40GHz 2.53GHz
memory 512MB 512MB 3GB 512MB
HDD 40GB 40GB 6TB 80GB
Network | 100BaseTX 100BaseTX 1000BaseT 100BaseTX
(OR] FreeBSD FreeBSD FreeBSD Linux

FIRBEBBENE/INT A—F OBREITOLENDH D ZEMS, REA—)L RO
PUIRHFRIA S AT L LHETE, ETAINONBFICEDISHENERTE LN
27 — 54819 Spam Firewall 400 (37 : SPAM & VIRUS FIREWALL 400) [24,25]
ZBA LU, ZOMEHINY), FIRFHEOEREKA—)EEAOEZER TERMn
D7z, AIEZRIRT D UHIAZMEITBFE L /2. X 4-1 ORLEY—/ND MTA (Mail
Transfer Agent)& L T Postfix ZFWTH D, #@HE, s6EY L AITHISLIZA—))
B—=NIZA =)V ERET 2, RBEA —)VARTEESETDO A=)V DHEREA—)L %t
F— NS BT ET, WA VA S KT B IS & ore, BURIIZIE
ALY —/\D Postfix DFRED—DTH S transport maps IZFEET 27 7 1IN,
HREA I HRFEHDA—IT RL AL, BREETHLDEREA —)ILART—ND
FQDN Z%8k7 %, REA—)VHRFEEHSD, £ 7 —DORBEA )L AR ZHY
F5 Web X—UT, HREA-VHROFEZERTSIET, HENIZZIOT 71
JCTHEFEDA—)T R AZHGRL MR EENTT DA ZREE LT,

¥7z, AEEIEFTGE S AT LEHEET 255, RO —YHEA-NT KL
ADI—HHIN—HTLDUEND DD, MRIVE LTAMMERRET —/ NI L T
72 ZOMEBT, ILAOKFIZBITDEF A - OEREREOF T, U1V AREE,
SEHEA— ) —N\NITE T HEE T —NERFEA )Y —NEDORITAIE L, HEA
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# 4-2 HKBA—)LRIRFIFE 2007429 A 23 A

FIRERK 2,122
AR 10,695
A—)LRIRAFEEL 7,200
IR A — U R EER (&) 778
HBA—LRAEER CE5) 78
WA — VAR LA (RBERRE) 215

—IARFLEFHOBEF AN OHNERT DEDICRELL (418, ¥—E
AW, BLTFOFNETREEL 72,

(1) EBA-INEHEINLA—NDOY Ty MZE TXFEMMURIET S
HEREDRR{E (2006 £ 9 A~),

(2) FHHA—)OREBERTNT A—5 ZEBEHEREOTR ML (2007 £ 3 A~),

(3) BCSBEANDOIEDZORFH—/NDO_HE LM ( 200747 A~),

723, BED 2007 49 A 23 HRF R TORMRRRITHT S RBA —)L A RAA
FREEE 421 TRL TN,

A —) VA RBRAIC B0, E A —)IVIREA —)NTHE SN 556 False
Positive) )3 115 Z &M 5, KA —)L EHIE S N/ZET A—INTIESY 7 Z24HHT,
ETOBEBTAINEHEICEET SV —ERAZREL, RBEA—IVXROERMINAZ
MR L 7z0 KA —)VHIE I N D A T EOBHEDREICH 2 D, A — T HESE(E (3.5)
ZRNWT, ERAHEINTICT DkIT 535S (False Negative) 71%/MEX
ZELTH, Wl A—INEREA—) ERHET SHE (False Positive) 7V <7x

HZKREDDM (6.5) ITRE LIz, A—NHERMETIIHARESFNS DALY
HO Tz EDEBEA N EHESNDHENDH D, NS OBRHEND2<I2o KD
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DL TOMERE LTRELZ. ZOBMEIZBNT, FIE (1) OBiEN S 2006
£10 A 17 HETOM, £E AR B TRXESNEBETFA - EMILIZEIA,
HEBA— )N DFTY ZHEDHD GREA—)L EHIE) 731,858 18 (86.2%), HaKA
—NDOHTEYITHETRNHD GEEA—I)VEHE) A 297 @ (13.8%), Wi A—

WIRE TRPEEENTHD CREA-)LEHIE) 21 28(0.1%) THo 7.

4.1.3 BFA—)VECEEIERSHR

THED KA — )RR ERET 2—F, FHEENILET AL OBLEN
WEE/2D, DD, BFA—NEA=IINT— T A (K 4-1 TEERES—/N)
T—HRTOAIEZEHE, TEEEIFEE L TREAIVHRAET—/NITRAT
LETA—NOHEEITOMLENH D, L, A—NTF—hUxA ZRI7-854,
FESEARBH A — )V 25245 UT2BRDINT D A A=)V, REEA —)LOFfk, KON
S ARA=NDREEI LT D A=)V — N\ OARTEN R X1 5[9,11,16]). 51T,
A=)V — N oA OELEAERASEM L, FESEEELC, BRSO ENFA
THMEMEND 5. IOKFETDH, K41 DEES—/NTO—HBH 72 D OBCEALEA:
B 250 FHRLA RIZHEE LD, ERITEERE SN TWSET A )R 1 o
30 AHREETHD, KOO 220 FHIEEEEK TH o/ AT —hUzA %E
AL, FBEAHOESFA—)NE2—HZELTLED &, BERERICHK D FRIBIZ A
WAL AR RIBIZIE RS 5., BB O RFRIYIUCTEAE T S\ > 2 DR AL
BHFERRTH D, ZOME, BAEEOMENFEETLHA801H 5.

ZIT, FROEX DA =)V —NOFEYRERZIFUNT D EEBIT, KERE
ELUT, SEAERAADOEFA I EFENICIO A FROEENLEEL/2S. ILAOKFEA
T4 7HEMEE > — T, PATFOR D 7Bl B 2 K2R THEM L 72,
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(1) EED—NOOTZITIZ A=)V —N\OBEIR ORI & B ORI,

(2) RERETO TSR A —)VOZEHEE O FE.

FRNE, NEYZEETICH LAV —NOPRTHO, ZOZDDEHER
BIIFEELIZ WESZEONITERML 7z, HH(2) TIEFNDB—/NFEEHER
715728, K 4-1 OEHNNSOZEY—/)ND MTA ThH S Postfix @D address verify
HAREZ V=, address verify IZRODE D 7358507 R L ADOE M EMHERT HHHET
BB, WE, MTA IO MTA NS A—)V &2 G 58, 9, ZH7 RLAZZH
0, BENTHEY RUAEZWD, TORALEZID ZETA—IEZFT 5,
address verify #AEZHINC L7z MTACL F MTADEE T, 557 KL A EZE
O7ZRERT, 55T R ADEMIMAEY:E MTACLT MTAQ LR DITHL T, £
DFEFRT RL ADEEEHRT D BARITE, MTAOIZ MTAQIZX LT, TMTA
ODFA ha), MTAOTRE SHVEY RL A, FEET LA OIEICEET
%, MTAQ M5asdey RLA) 2ZE LRI, BkT RLA) DA —)V&2{F
THIENTEHHEAT [ZETHE 2L ARCAELTREL, TS OB

(R T2 TZGES) 2RET25. MTADIZ MTAQN 5 [Z2{5W]HE] @
VARVABZRS ZET, 58T RUAOENNEEHRT 5. /28, MTAQN
Postfix DADEETH, FROENEZTTO DT, MTADIISEEY RLAOFEMEE

RT2ENTED, MTADIE, 56587 RLAOBIEDI MR TE/HEITDA,
A=) %&%2(5T %, address verify OFERERIRRNET 7+ ME (3 Kif#]) & L7z,
E (2) 1, LR D BERERIC K DAERET A IAEENTRNLDIZ,
HEICHIAENOENB LIS AT LRBEEIT, MWDK RSN S FER-EL
7z
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41.4 A=Y T )R FOFEBA— )V K S ECRNEBEHF

ORFETIE, 2FTHRATESLA-Y VA RO —ERAZ#RH#L TS, A
= 2Z)A RN (K41 28) 13, PRREANSRE SN A )V 2Rk
B—NINSZED, FNAZET—NZREL, EEROA N—FEIIA—)LZ2EE-L
BEET %, A=Y FUARM—NDY 7 hU 71X mailman ZHWNWTWS, #E
Bl3ETH, FIHEEZ ZETA-YZTUANZHERTHIENTED, A—
U7 A NOEBL, BIED Web R—IUNSATD ZENTES, —BIRERERA
—IHREERST HEANE, A—U T UA DR THREA —IREIMTAS I &
NS, A=Y YA MEOREA—IVEHIETES. —/, FEHFOHITEREA—
AR EET DHE, A—V 27U A M= /NOBE THREA — )L R ElT D NE
MHDTENS, REA—INPA—Y YA MIEDERENTLERY, EEA—
N ORI BL R UBIE OENE L 5. ZD/28, TEEDHDRERBEA —)
FROFE, A—U T 1) ARNOREA IR, BIFRDBEE2D. FEN
ME A= 227 X MEIZEET H5E T AU, 1 HHZ0HTH 100 #FHETH
LOITHMLUT, FHANEA— 2 FUAMEIZEET S A—)NIH 2 7l (2ET A
—ND1E) ITHET D, Fiz, HIFEORBIREIFEFER 2T 2 A1 >
ZU A DS EREA—INHEUE ENLHIHEE LTz, T720b, BEHEEHINEY)
A=Y T ZXMHFEL, RBEA—IVZEEL TS ZENTRIESN.

W, A= U A MIZOBRBEICK ORI BBERRY >—2ETH 5.
TEZE, FEHOBMBOEKHE LU THRENTNSEIA-Y 2 JUA TR, &5
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