A 75 (125, 5 31 &%)
(R 7 5) Format No.m) RAAZEM

R g o= =
¥ AL oW X E B
(Summary of the Doctoral Dissertation)
FEEITIRWVEED A/S DA — Vo BRI RERRAT & IS FiE DB 5
(Characterization of Strange Words for Spam Mail Classification

L SCRE H

(Dissertation Title)

and Development of Application Methods)

K £®Namo | Ki  #tL(Seiya Temma)

ARAINLA—)LEBEMICHFET 5128, CNETZLOEWEB ICEIA—ILI LE) LT
FEMRESIN TSN, TEITAILA) VT IZIEESTULVEL. FORRED—2IZ, R/ L
EENITIILATYIRITDI=OIZ, A—ILRDBEEZFELS, AR—IARU HTML 27 FDHHHAA
LD THET BITAIZKDIEENDHS. BIZIX, R/NLA—)LIZIE price$ for be$t
drug$!l, TpriceC 1A L1S], [<font>se</font>xu<font>al</font> IZF D XFHMNEENTLVAZ
ERBHY, Ihiold, BEFOHAEHLEDERICKY, BLAFLLWLDICTESHRALSN T S.

BHEEICE OO TFETIE, BEICRELEA—ILETOEZEOHRERZSE
BL, ZORBRENERARDA—INECHEEICTYTIFHDETA—ILENETS. LD L
SIHMESN-XFIIE, BRESFBMAON TSRS, BEICRELI-A—ILEINEETT, #
WFEBLNTEEVEDILZHBH L. COLILBRERA—ILEIZOAHRT EXFIDORFEL
DEITRAI NI, S50 EHEOR ENEAFTE5.

AARTIE, LROIIBHRESNXFIE, FEAELSERA—ILEORAICHETS
EDE, DEAA—LEICOAHRBETEEDICEALIZSAT, KRESBITHATE:-HD0F
EZERRETHIET, BEFEOSEMEE, T2 T WA TITEDTHIEEHASD. LiE
DEIBRESNE=XFINE, ZLDTINE) T FETRHWTWARERBITIVATLAIZES
HWNCEHE, TFREICHEWNEIELTRS. COFEICRVEOHEBHFZIX, LEDMIZE, IE
A=A ETHE, BLOHATHWSEESH, RUKRESHLHS.

AR THONIZHRIEILUTOEYTHS.

(). BEICGEVWELHZCHO TV OEDTHEMREZILE T 510, [R{FEHLN TV HA—
IWI1ILETHD bsfilter ZRALY, FHEZ(THUE, L5, FRARUVERAOETNENEH
W=D EERETol. TORBR, HFEICLVEONERENAREEVNIEN LI ST,
TiEhHs, HEIZGWENDEREICEZASEENREVNELSZETHY, TDORAF
FERFETIIE Sonb 0 EHEORLHELRENELNHFTES.

(2). BEIZBVDEORRIZTOVWTIHEARS:=O, FERENDERA—ILEOmMAICHERTS
Bl NEAA-LEICOAERIIEBOBYREINTNES L. TOHEREE, REKD
KEEIT oA, HRARVERATORRELLERLIZESS, ThoDREFAELERT,
HEICEVEEICE, 2EREDERAA—ILEOmMAICHIRL, N DIERFELITR/ LA
—ILD—AIZOHAHET D, ILhhbREDHEICEMTOIHR/\Z—2DENIIGYE
WIENhh ot AT, DEAA—IILEICOAHEIRT S, THHLLRAD=HIZHET
HABNNELLGLEENEYZNIEN LMoz, ChoDFERMD, BELLEDS

(FoC 2,000 =F2E / ZEC 800 FERRE)
(about 800 words)



A 75 (BB 125, % 31 5:B%)

(B 7 73) (Format No.7) B AZEA
5, PEICEMRTIBOEENATLSFE RUSERA—IEICOAHET D5
MATHIFEOMAZRFEL, CoFHAEHEDIET, BHFEI(ILAVTFEDMH
BEE, R2BLDITHADITAIENTEDRRERZR VL.

(). BEIZHEWVEEIZOVT, (AZETRESERA—ILEOmAICHR T LEZOFAFE
& B)RFEAA—ILEIZOAHIRT 555 WEBLARELLGLE) OFMAFEOmMAZERH
FLT-.

(A)  ZEREHSERA—ILEOMAICHIRIHEDORNRICONT, ERFLIER/NLA—
LO—FHIZOAEERT S, §HhHELEMENRALTIHR/ N\ 2—20EL, HIRIE
MNFEERESERA—IIETHELGD, LS ESENMETTHIHIR/A2—
DFBIZH T, HBEHEEFINTNAN. TOHEE, fEMtEN M LT SHER/ 52—
VOREIL, HEMENMETIS2E0LYE, HBREENSIMERICHDIZEMAHHD
fz. PFEMREA R LT HHBNI—2DEEFZFNATLH, HBREENHLIEE
BWEDOAEDBEICAWSFEEREL, ThEREFERICEATIERET oA
B, DENRENR LT EIEEENDT-.

(B) HDHEAA—LEIZOARRTIHZCHVGEDEHERARNS=O, ERER/INLA—
ILWDBEART, HEOEEHEETLTHEL. TOHE, EREVBR/SLA—)LIZ
ZHB T AERICHDENHLM o=, COEEELBICHAT -8, HERA—
IWEICOAHBBRTEHEICHVEICHL, RNLAEREZ—RICRETIEREIT-
f=. TDHER, R/INLFERE 0.7 ITHRFETHIET, DFEFREE 98.2%H 5 98.9%ZH E
FTEHLEEFEMNDI-.

EER(A), B)ZBHRHTHIET, BEITHRWLEIZOWT, A EMRENM LT HEED ZLEF
FALDD, DEAA—IILEIZOAEETELEICODVTEAMERTES. IhiE, T80y
FEEZETTHUAD, BEITBVEDIRWAZHETI2EDTHL0, 2LOBREFEL
AT HENTES.

A=A TSR B ERLN, ZOMEEIRRAETETCNS. SLELBERL, 3
EHETEET ILA) U TITIRDIT5E=0121F, FILLWESABETHY, REXIEFEITHN
EOFIRAENS, TOBRDVEDIEEZZ1DTHS.

(FoC 2,000 =F2E / ZEC 800 FERRE)
(about 800 words)



A7 5 (125, 5 31 &H%)
(T%f( 7 7E7") (Format No.7) ZERERR

¥ L mOXE R

(Summary of the Doctoral Dissertation)

WER TR VERD A28 L A — /Loy AP REMRAT & IS TR OB 3

Rp oA g

Vi e L .
AL H (Characterization of Strange Words for Spam Mail
(Dissertation Title)

Classification and Development of Application Methods)

K 4 (Name) Kifi A (Seiya Temma)

Many mail filtering methods have been proposed, but they have not yet achieved perfect
filtering. One of the reasons for this is the influence of modified words created by spammers
to slip through the mail filtering, in which words are modified by insert symbols, spaces,
HTML tags, etc. For example, “price$ for be$t drug$!”, “priceCIALI S”,
“<font>se</font>xu<font>al</font>", etc. These are frequently replaced with new strings by
changing the combination of symbols, HTML tags etc.

Mail filtering is a technique that captures trends in words in training mails (mails received
in the past) and applies these trends to words in test mails (newly received emails). Some of
the above modified words appear in both training and test mails, i.e., words that could be
used as features of spam mail by using them unprocessed, while others appear only in test
mails, i.e., words that have not been learned and require special processing (e.g., removal of
symbols, search for similar words, etc.) for their use. However, existing methods do not make
these distinctions and treat them in the same way.

Therefore, to bring the filtering performance of the existing methods closer to perfect
filtering, we developed a method in which the above modified words are separated into words
that appear in both training and test mails and words that appear only in test mails, and
each of these words is used for mail filtering.

In this study, we treat the above modified words as "strange words". Typical examples of
such strange words include, in addition to the above, new words included in ham mails,
proper nouns used in close relationships, and abbreviations.

The results of this study are as follows.

(1) In order to compare the filtering performance between strange words and other words,
filtering experiments were conducted using existing methods with strange words, nouns,
verbs, and adjectives. The results showed that the filtering performance of the strange words
was the best. This means that strange words have a significant impact on the filtering
performance, and we expect to improve the filtering performance of existing methods by
developing a new method to utilize strange words.

(2) In order to examine the breakdown of strange words, we counted the number of words
that appeared in both training and test mails, and the number of words that appeared only
in test mails. The results were compared with those obtained for nouns, verbs, and
adjectives. We found that there are a significant number of strange words that appear in
both training and test mails, but only in one of the groups, i.e., ham or spam mail. Words
with this appearance pattern are most useful for mail filtering. On the other hand, we found
that there are many strange words that appear only in test mails, i.e., words that cannot be
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learned. We expect to improve the filtering performance by separating these strange words
and developing a new method to use each of them.

(3) For the use of strange words, we developed (A) a method for using words that appear in
both training and test mails, and (B) a method for using words that appear only in test mails,
respectively.

(A) To examine the breakdown of strange words that appear in both training and test
mails, we divided them into two categories: words that appear only in ham and spam mails,
i.e., words with patterns that improve filtering performance, and words that do not, and
examined their frequency of occurrence. The results showed that the words with appearance
patterns that improve filtering performance tend to appear more frequently than those
without such patterns. This means that by using words with a certain number of occurrences
in filtering, it is possible to use more words that improve filtering performance. We developed
a method to do this and conducted experiments using it in combination with existing
methods and confirmed that it improves filtering performance.

(B) We compared the number of strange words that appear only in the test mails between
ham and spam mails and found that the number tends to be higher in spam mail than in
ham mail. To utilize this difference for filtering, we proposed a method to set a uniform spam
probability for strange words that appear only in the test mails and attempted to find the
optimal spam probability. As a result, setting the spam probability to 0.7 improved the
filtering accuracy from 98.2% to 98.9%.

By using (A) and (B) above together, both words that appear in both training and test
mails and words that appear only in test mails can be used for mail filtering to increase
accuracy.

Mail filtering has been improved and its performance has reached its limit. In order to
further improve accuracy, i.e., to approach perfect filtering, a new perspective is needed, and
this paper provides one such perspective: the use of strange words.
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